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BIO: 

Dan has worked in the software indus-

try for >20 years, most recently as 

CEO of WebTrends, and before that 

as Head of Syndication Products at 

Google, where he and his team 

helped bring in millions of new users 

and $2B+ in annual revenues.  Prior 

to Google, he served as EVP & GM at 

Macrovision, where he grew the soft-

ware licensing group 4x in revenue in 

3 years, reaching >$100M in revenue. 

 Dan started his career at AT&T Bell 

Labs, and has both an undergraduate 

and a graduate degree from Harvard 

University. 

 

About Metaforic Secure Software: 

Metaforic is a leading provider of se-

curity technology for protecting mobile 

apps and other software from subver-

sion, theft, piracy, tampering or other 

corruption. It has been proven in mil-

lions of deployed instances, from con-

sumer software to business devices. 

Only software protected by Metaforic 

earns the Mark of Security distinction. 

Offices are located in the United 

States, EU and Japan. 

 

Interview conducted by: 

Lynn Fosse, Senior Editor 

CEOCFO Magazine 

 

CEOCFO: Mr. Stickel, what is Meta-

foric? 

Mr. Stickel: Metaforic offers a brand-

new approach to software security: a 

patented software immune system 

that enables programs to defend 

themselves from attack, rather than 

relying on busy consumers or over-

worked administrators to provide per-

fectly pristine operating environments, 

free from malware, hackers, ill-

intentioned employees, and so forth. 

This is useful when defending every-

thing from consumer mobile banking 

apps to nuclear power plants. 

 

CEOCFO: Why is this important? 

Mr. Stickel: The world increasingly 

runs on software: financial transaction 

servers, airplanes, water treatment 

plants, medical devices, and more. 

These programs no longer exist in 

what I like to call the software Garden 

of Eden, and if we want to be able 

rely on our increasingly virtual infra-

structure, we need to build software 

and devices that can survive in the 

real world. When mankind first cre-

ated this new world of software, it was 

like a software Garden of Eden. All 

that developers had to do was to cre-

ate programs that would operate un-

der perfect conditions. But over time, 

that perfect operating environment 

has evolved into something where 

human operators make mistakes, 

sometimes on purpose, hackers have 

access to the software, computers are 

infected with all sorts of malware, and 

so forth. Unfortunately, most security 

researchers and publishers are still 

trying to return to that Garden of 

Eden, in vain. They try to erect 

stronger firewalls and have guards 

that are constantly inspecting things. 

But you can see from headlines every 

day that this approach is not proving 

successful. It is not our position that 

people should throw away their fire-

walls or their intrusion detection sys-

tems or anything like that; we are 

simply pointing out that this whole 

approach has been proven to be in-

sufficient. Looking to the world of bi-

ology, you will see that biological or-

ganisms do not survive by going to 

the doctor every morning to have 

their blood filtered and scanned for 

pathogens: biological organisms sur-

vive by having their own immune sys-

tems. At this point, to ship or run un-

protected software seems a bit naïve 

and perhaps even unprofessional. 

 

CEOCFO: How does it work? 

Mr. Stickel: As software creators 

ready their applications for shipment, 

they use our toolkit to automatically 

inject the immune system into their 

program, in essence placing thou-

sands or even tens of thousands of 

“software antibodies” sprinkled 

throughout the program. As the pro-

gram runs, it constantly checks itself 
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for health and it if it finds anything 

amiss, it will trigger a response rang-

ing from self-repair, issuing a cry for 

help, or even simply shutting down. 

 

CEOCFO: Is this approach unique to 

your company and what have you 

realized that others have not? 

Mr. Stickel: Security researchers 

have tried different approaches for 

decades. It is not a new idea to have 

a program check itself. The problem 

is that these checks can be very cost-

ly in terms of performance and in 

terms of getting the software devel-

opers to know where to put them and 

how to put them in correctly. More-

over, if you put in only one check, 

hackers can usually get around that 

eventually, so some people tried to 

put in two checks, then three and five. 

Our primary (patented) breakthrough 

in is the ability to automatically inject 

thousands of checks with no software 

developer involvement and no re-

quired knowledge of secu-

rity, and with minimal impact 

on performance and maxi-

mal security strength.  

 

CEOCFO: How does your 

process work? 

Mr. Stickel: Customers use 

our toolkit to automatically 

analyze their programs from 

both a static code perspective, and 

from watching the program operate 

under real-life conditions. The tools 

then use this analysis to automatically 

inject snippets of code in all the right 

places of the customer’s program, so 

that as the normal code runs, it also 

runs our little snippets of code, which 

are inspecting different sections of the 

program. When our customers ship a 

protected program, it now contains an 

immune system woven throughout its 

very fabric. There is nothing to turn on 

or off, you cannot forget to activate 

the security, and no one can interfere 

with it. It is an embedded part of the 

software’s DNA at that point. A great 

example of a place with a need for 

this is the mobile phone. Almost no-

body runs antivirus or other security 

programs on their phones, and even if 

they do, those programs are not per-

fect. So people run around with their 

phones completely unprotected, 

downloading apps and visiting web 

sites that can secretly root or jailbreak 

your phone,  and since banks are be-

ing forced by the market to provide 

apps that are supposed to operate in 

this very hostile environment, natu-

rally they want to be able to have their 

apps able to defend themselves. 

 

CEOCFO: How does this interplay 

today at Metaforic? 

Mr. Stickel: We are at a hotspot in 

the market where there are many dif-

ferent market segments and compa-

nies that see the critical need for this 

kind of protection. It has taken us a 

long time to reach this point, though. 

We have had millions in government 

R&D and millions in venture capital 

funding, our technology has taken 

years to develop, it is protected by a 

number of patents, and it has been in 

the marketplace now for some time, 

enough for us to shake out any of the 

kinks and to prove that it can actually 

resist hacking.  

 

CEOCFO: Do you need to write code 

for each specific company? 

Mr. Stickel: Each program gets its 

own unique protection, but our tools 

automatically decide how to construct 

that protection, combining and modi-

fying a collection of defense mecha-

nisms that can result in literally bil-

lions of possible systems. It is all 

automated: we do not have to do any-

thing for the customer, and in most 

cases, they do not have to make any 

real decisions either. 

 

CEOCFO: This sounds so easy; how 

do you encourage people to believe? 

Mr. Stickel: This can be a real issue!  

We are working with a multibillion-

dollar firm that almost walked away at 

the beginning of the relationship be-

cause it sounded almost impossible, 

almost too good to be true. Often it 

takes education, evaluation, and then 

live deployments before people be-

come true believers. Of course, there 

are real challenges as well. Some-

times customers have unusual de-

ployment needs, or sophisticated and 

unique build environments. We are 

also careful to be clear that we are 

not claiming to provide absolute pro-

tection for all time. Just as an immune 

system in your body can be chal-

lenged or overcome (people get 

colds, cancer, and diseases), we are 

not saying that this will last for centu-

ries under constant hacking attacks. 

No serious security company would 

ever claim that their product could be 

resisted for an indefinite period.  

 

CEOCFO: Who is using your services 

now, and what is your growth plan? 

Mr. Stickel: We focus on three main 

customer segments today. First, the 

financial sector wants to protect mo-

bile financial apps and their back of-

fice transaction systems. That makes 

a lot of sense because the financial 

sector is the one that is subject to the 

most hacking and the most 

potential exists for financial 

gain. The second segment 

is infrastructure, which in-

cludes things like network 

switches, routers and con-

troller systems for nuclear 

power plants, water treat-

ment plants, and so forth, 

where terrorism or nation-state con-

flict becomes a more likely motivator 

than financial gain. Third, general 

software publishers use us because 

they do not want their licensing to be 

stripped out and pirated or because 

they want to ensure that their pro-

grams will operate correctly and will 

not be subverted by competitors or 

hackers or disgruntled employees. Of 

course, there are a number of other 

customers and prospects who are 

pulling us in a variety of market direc-

tions, because our core technology is 

so fundamentally useful in almost any 

software deployment. 

 

CEOCFO: What is your revenue 

model? 

Mr. Stickel: We have different reve-

nue models depending on the sector 

with which we are dealing. When we 

are protecting against piracy, we take 

a small percentage of the revenue 

that we are protecting as our licens-

ing, and that makes sense because if 

“Metaforic offers a brand-new approach to 

software security: a patented software immune 

system that enables programs to defend them-

selves from attack, rather than relying on busy 

consumers or overworked administrators to 

provide perfectly pristine operating environ-

ments.”- Daniel Stickel 
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a company is going to increase sales 

by 25% due to piracy reduction, it is 

fair to reward us with a small portion 

of those increased sales. That model 

is not really applicable when protect-

ing against terrorism or nuclear melt-

down, so for those segments we offer 

a fixed fee per protected application 

per year.  

 

CEOCFO: How do you reach poten-

tial customers and stay focused? 

Mr. Stickel: I think our technology is 

almost magical, very innovative, and 

unique, but our go-to-market ap-

proach is by the book, so there is 

nothing fantastically innovative about 

what we are doing there. We are fol-

lowing all the normal outreach proce-

dures, attending conferences, sending 

out direct mail and working with part-

ners who introduce us to some of their 

own customers. While we are working 

with some integrators and resellers, 

today we are primarily a direct sales 

operation.  

  

CEOCFO: Does Metaforic have ade-

quate funding through the next steps 

of growth? 

Mr. Stickel: We got our start with via 

government R&D funding, and have 

since enjoyed considerable VC in-

vestment, which has enabled us to 

reach our current state. I expect we 

will do one more funding round at 

some point; overall, our finances look 

quite promising.  

 

CEOCFO: What surprised you most 

as the company developed? 

Mr. Stickel: One surprise was that a 

number of customers care almost 

more about knowing that they have 

been attacked than about defending 

against the attack, whereas I would 

have thought it would be the other 

way around. Another was the degree 

of cynicism and acceptance of the 

current state. Some companies have 

tried so hard to protect themselves 

over the years, with limited success, 

that they had basically given up, and 

were just willing to live with known, 

ongoing losses. They had just grown 

used to the circumstances and were 

almost unwilling or unable to believe 

that there was finally a solution avail-

able to them.  

 

CEOCFO: Whys should the business 

and investment community pay atten-

tion to Metaforic? 

Mr. Stickel: The security space is 

quite hot right now, in terms of private 

venture capital investing, private eq-

uity investing, IPOs, and post-IPO 

stock performance. People realize 

that the entire world is migrating to 

operate on the back of software, and 

for the infrastructure to continue op-

erating it needs defenses to match the 

reality of the environment. And even 

with all of that investment, we have 

rather a unique value proposition, 

that’s not only valuable in its own 

right, but actually complements al-

most everything else out there. Al-

most all of the other security solu-

tions, no matter how wonderful they 

are, need defenses themselves, such 

as what we offer. You can view Meta-

foric as a kind of a fundamental sub-

strate that applies across the board. 

Long term, this is going to be a billion 

dollar plus market, we have funda-

mental patents in the space, and I 

expect to provide significant return to 

our current and future investors. 
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