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CEOCFO: Mr. Ebrahimi, what was the impetus for founding ShoCard?
Mr. Ebrahimi: I worked on identity when I was at Yahoo for about four or 

five years. I managed the platform engineering there, and I was introduced to a lot of the problems around identity, 
federated ID and fraud. Many of our solutions were ultimately limited by the technologies available at the time. Since then, 
there have been more advances in the area in terms of two-factor authentication and so on. However, those are ultimately 
a bandage over a 40-year-old technology based on user name/passwords that while evolved, are still using the old 
paradigm. In 2014, I had left my last startup. I sold it to AOL and was looking for the next thing that I wanted to do. I was 
really interested in seeing all the new technologies that could change the way we deal with identity. In particular, I started 
looking at two technologies: mobile technology and blockchain, which when combined could be used as a means of 
changing the way we deal with the back end of data, where we store data and how we validate it. By combining those two, 
I felt that there was an opportunity to go back and take a look at identity from a completely different angle, and rather than 
patching the old paradigm, really come up with a method where identity can belong to a user, but it could be 
independently validated through the blockchain by others. That is what gave birth to ShoCard. 

CEOCFO: What is ShoCard today? What is the product you developed?
Mr. Ebrahimi: ShoCard is an identity platform that is easy to use, secure and extensible. There are specific applications 
that can be produced from this. Some of those we provide, and some of it our clients create. However, ShoCard is 
ultimately an identity management platform that allows different parties to enable users to have their own IDs, or if they 
have an existing ID through their product line, ours or someone else’s, to be able to use that ID for transactions in real 
time. With ShoCard, the user owns his/her information, and they can share it with others who are able to do certifications 
and validations of different attributes about the user, or use those certifications made by others to be able to allow the 
user to be authenticated, to authorize transactions or to actually add other data about the user that further encompasses 
what their full identity is. The other thing about this platform is its extensibility into multiple verticals. Instead of having 
solutions in a silo for various verticals or companies such as enterprise, consumer products, financial institutions such as 
banks and credit card networks, or airlines, ShoCard allows integration amongst all of them. Our platform also allows 
identification of individuals based on their true, non-reusable biometrics, such as facial recognition. This allows real people 
to be identified and not simply devices.

CEOCFO: Do companies and consumers understand blockchain? Do they care as long as is it is easy to use?
Mr. Ebrahimi: Those are great questions! I think consumers do not really understand the blockchain, and I don’t think that 
they necessarily need to. The blockchain itself is an infrastructure. In fact, with many of our clients, the scientists and 
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engineers understand the blockchain, but the business people do not really understand, and that is okay. We do not 
approach things from, “Look, we are a blockchain company.” In fact, we are not a blockchain company. We use the 
blockchain as an infrastructure piece that is very important in the final solution we provide. However, we really talk about 
the solution first, and I think when it comes to consumers in particular, it is the solution that matters. With the clients that 
have adopted our product; what they really care for is the final solution. It is no different than other solutions where 
someone tells you, “You know what, we use an Oracle database in the backend verses MYSQL or something else.” I do 
not think those are relevant to consumers. What they do care about is “What is the solution; is it reliable; is it secure and 
who does it come from.” Those are the things that they really look at. Therefore, to answer your question in short, I think 
consumers do not really care that our solution uses the blockchain, because they do not need to. With many of our clients 
it is really their engineering and security teams that do need to understand it, and then they are the ones who work with 
us. 

CEOCFO: Would you tell us about privacy concerns?
Mr. Ebrahimi: Privacy is an incredibly important piece of what we do. In fact, part of the premise around ShoCard was to 
be able to increase user privacy as well as overall security, which are typically at odds with one another. The concept 
behind privacy is that your data should be in the safest place possible and in your control as the user. If you think about 
identity today, we create abstract server identity, and then we leave footprints all over the place. Sometimes when a 
breach does happen, you get a notification from whomever was breached and they tell you, “Go change your user name, 
password and your secret question,” but they also tell you that if you use those anywhere else, go and change it in those 
other places too, because you are now vulnerable. 

The concept behind what we have is that if the identity of the user is with them on their mobile devices, we can encrypt 
the data and keep it there with them. We never put any private information on the blockchain. What we put there are 
digital signatures that cannot be reverse engineered into private data - ever. Even if you steal someone’s private keys, 
you still cannot reverse engineer that data back into personally identifiable information (PII). The reason for that is, first 
and foremost, we want to ensure that in case of any security breach, we are able to protect users’ data so that it is not 
exposed. The primary thing that we really focus on is not having a central database where it becomes efficient for hackers 
to get lots of data – scale is what makes it economical for hacker attacks. It is very difficult to attack one phone at a time if 
you want to be able to do mass attacks. However, it is much easier to say, “We will go into a bank, we will go into some 
credit card company and we will go into some merchant and steal as many users’ data as we can so we can use a subset 
of that for fraudulent transactions or sell on the black-market.” With ShoCard, there is no central database of PII. That 
becomes the best way to create security where we maintain no data to be breached. That is one aspect of it. 

There is a secondary aspect as well. Oftentimes, with today’s technologies, you have to provide information about 
yourself that is not needed for the service you are seeking, but it is required identifying information. However, being able 
to have your identity with you and being able to have service-providers independently verify your identity claims eliminates 
the need for every service provider to maintain lots of PII on users. Users can decide what to share with other people and 
they do not have to share all of their data. 

In the consumer space, a simple example is that you may have to share your entire driver’s license information to open a 
bank account, because there is regulation requiring that for Know Your Customer (KYC). However, if the bank certifies 
who you are, you can use your ID to go to a bar and buy a drink. In this case, you would not need to show your entire 
driver’s license. Things like your home address, your height and weight are irrelevant personal information, but they are 
printed on your hard-copy driver’s license. All you need to get a drink is a certified image and date of birth. The image can 
be verified with your presence, and the date of birth can simply show that you are old enough to get a drink – no other 
data is needed. This provides the ability to minimize leakage of data to unwanted parties or service providers.      

CEOCFO: Would you give us an example of an engagement with ShoCard? How does it work?   
Mr. Ebrahimi: There are two types of business models that we work with: enterprise and ultimately institutions to 
consumers. With enterprise, we provide an identification that could be enabled for authentication into existing services. In 
particular, we have done the implementation through SAML and organize and connect to SSO providers such as Okta, 
OneLogin and Azure®. For this solution, the enterprise customer downloads the app, goes to the website and sets up an 
account, and then they can do an evaluation. They do not have to write any code, though. there is some easy 
configuration that needs to happen. During the evaluation, we want our customers to see the added security and easier 
access for their employee by doing away with usernames and passwords. Instead of two-factor authentication, at a 
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minimum they start out with four factors. If they add biometrics, then they add as many as five factors. Part of what we do 
in that process initially is to explain the value proposition as three points: (1) easier for users, (2) more secure and (3) 
extensibility into the business eco-system. 

When we work with enterprises that sell to consumers, such as banks or airlines, the process is a little bit different. They 
usually start out with a proof of concept (PoC), and it takes roughly three months to set up and run tests internally. We 
typically follow that with a pilot that is integrated into their systems, which involves their employees. Often times, if their 
initial pilot goes well, then they go on to a live pilot with a small set of customers. It then depends on their business in 
terms of expansion into different markets where they want to release their product with a larger base of customers. This is 
a lengthier process than the enterprise model I described earlier. It normally takes between 12 to 15 months to complete 
the process as we go through PoC to deployment. 

Those are the two different business models we support. They are for the same product platform, but slightly different sale 
cycles. 

CEOCFO: Would you tell us about your recent funding and how you will be using the money?
Mr. Ebrahimi: Our funding is geared toward go-to-market execution, as we have developed the product already. We have 
spent quite a bit of time on that, as well as gaining some initial clients. We have brought on board some big name clients 
already, but we now need to go after the market in scale. Our biggest focus is on the enterprise sale. That is where we 
believe we can bring in a lot of value very quickly and help address the needs of our customers. In light of recent security 
breaches that are happening more and more, our solution becomes even more important. 

CEOCFO: What can you tell us about your strategy to get a foot in the door?   
Mr. Ebrahimi: It’s primarily about education. It’s also important to focus on a potential customer’s most urgent and 
immediate needs, while painting the picture of what else can happen in the long term. Part of the education is being able 
to highlight and capture the problems that our clients are seeing, rather than just talking about the long term value which is  
created by implementing our products, ShoCard and ShoBadge. If our clients adopt our product and our platform, it 
enables them to do a lot more in the future in a more secure way. So in many ways, when we go to our clients, we simplify 
the scope of what we can offer and focus on very few use cases. It’s important to not overwhelm the clients and to solve a 
specific problem or two that they have today.

CEOCFO: What is the competitive landscape? Are others looking at something similar? What is happening in 
identity management?
Mr. Ebrahimi: Identity management has been here for a long time, and it has evolved quite a bit with a lot of players in 
the enterprise space. However, they are the incumbents on the existing solution based on usernames and passwords - 
we refer to many of those solutions as ultimately band aids on an existing and decaying paradigm.

With existing solutions, you can have a secure cloud-based service, but you still have a central data base that could be 
vulnerable to breaches, like the one that OneLogin experienced. There have been many breaches from Yahoo! to 
Equifax, and though it’s unfortunate, it is the reality of what happens with the central database approach to identity. There 
are many players within this space, but there are not any players that are doing the push that we are doing in the 
enterprise. Ours is a decentralized approach using the blockchain, and is also the whole concept of bringing your own ID - 
where the user owns their own ID, carries it with them on their second factor device, and its data is validated 
independently through the blockchain. There are no existing players in the enterprise that do that. 

There are a number of players and competitors that are doing blockchain-based identification, but they really are just 
focused purely on the consumer side. Therefore, we see this as an opportunity to be able to use standards that exist 
today, and work cooperatively with current players, for example Okta, as being a partner rather than a competitor, and 
being able to do a value add growth for the service they provide. Identity is our key focus. Other competitors in the 
enterprise space are offering additional services beyond identity, and we see ourselves fitting well within that. We see an 
opportunity in the market where the approach of decentralized, blockchain-based identification in the enterprise is 
somewhat nascent and this gives us an opportunity to actually go in and add value. 


