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Fully Managed Identity Recovery Services for Consumers and
Organizations following Data Breaches and Identity Theft

CEOCFO: Mr. Kam, your site big and boldly proclaims, “We bring simplicity to the 
complex world of privacy incident response.” How do you do that at ID Experts®?
Mr. Kam: Let me give you a little bit of background on ID Experts in order to make that 
claim. My business partner’s name is John Davidson. He and I started ID Experts twelve 
years ago with a really simple idea that if we provided an expert to help someone 
recover from identity theft, it would be more efficient than them trying to do it themselves 
with basically do it yourself lists and kits that were sent to them by their financial 
institutions. Therefore, we looked at different models that might work and the one that 
was most equivalent was a nurse hotline. You can imagine a nurse helping a family 
navigate a particularly problematic health issue or complex insurance issue. You have 
someone who is empathetic, who is an expert in the field and someone who basically 
cares about the outcome and has been through it themselves in many cases. With that 
in mind, we launched ID Experts back in April of 2003 with a small number of 
employees, who essentially worked on behalf of people who fell victim to identity theft, 
primarily using a tool called limited power of attorney, which allows these recovery 
advocates, as we call them, to work on behalf of the victim and essentially clear up all 
the issues an identity thief would create. That was the simple start. We very quickly 
morphed as a company into helping organizations respond to data breaches. This is 
back in around 2005. At the time, data breach was a new thing. However, organizations 
that we were working with started to experience this particular problem where sensitive 
personal information which included things like social security numbers, financial 
account numbers and other things that could be used to commit identity theft started to 
be either lost in large numbers or stolen. Therefore, we started to work with these 
organizations, offering our fully managed identity recovery services as well as helping 
them provide support for printing of notification letters, support with call center services 
and contact centers. The most important thing that we felt we offered was actually 
helping people who thought they were victims of identity theft return to beat that status; 
basically the objective being to create “delighted victims.” If we help someone with a 
particular egregious problem caused by an organization it is kind of like pulling the thorn 
out of the lion’s paw; like the classic children’s story. 

CEOCFO: Are you mostly engages with organizations or still working directly with consumers one on one?
Mr. Kam: The model today is about half and half. Half of our business comes in from organizations. The other half comes 
in directly from consumers. 

CEOCFO: How would people find ID Experts? Do people start with search? Are people coming to you 
recommended from an insurance company or an accountant? What is the lay of the land?
Mr. Kam: Most of our business comes directly from organizations who already know about us. We spend a lot of time 
educating the industry about the issue of data security and data privacy and so many organizations know who we are. We 
have about three hundred to four hundred of them that have been our clients over the last twelve years, including 
organizations such as the federal government, state governments, all the major healthcare organizations in the U.S. and 
so on. 

CEOCFO: Are there various steps and levels that an organization can take when they have had a breach? Are you 
able to help guide a company in what they should be doing?
Mr. Kam: Yes, exactly. Over the years we have become quite expert at helping organizations respond to a data breach. 
We patented a methodology that essentially starts with helping the organization identify what information has been stolen 
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or lost and whether or not that information requires that they go to notification or not. Then, given the types of information 
that was lost or stolen, what the appropriate remedy is to protect the people who have been affected. Therefore, we can 
customize all of that based on the unique circumstances of what was stolen. 

CEOCFO: How do you help decide what makes sense financially; what makes sense to keep the customer happy 
and how do you convince an organization that perhaps they need to go a little further than they would like?
Mr. Kam: I would say that most organizations that we work with want to do the right thing, and kind of have that built into 
their DNA. Whether it is a federal agency or a hospital or a university, they care about their patients and their employees 
and so forth. Therefore, it is not hard to convince them to do the right thing, because it is already built in. They just want to 
know the most effective is way to protect the people that they have affected. We use our experience and the approach 
that I mentioned earlier to help them decide which tools are necessary to protect those individuals. 

CEOCFO: What do you take into account that perhaps other companies in your space or trying to be in your 
space, do not realize is important to consider?
Mr. Kam: Probably the most important thing is that every breach of information is unique and is different, as opposed to 
our major competitors who basically have a kind of a one size fits all approach. We look at each situation uniquely and 
adjust what remedies are offered to the consumers in order to protect them. 

CEOCFO: Would you give us an example of a breach and how you might approach it differently than others? 
Mr. Kam: Most organizations who are in this particular market space say, “We have one product that is called credit 
monitoring and that particular product is universally used no matter what information is stolen, financial information, 
healthcare information, fingerprints and other things that might have been stolen in a particular breach.” In our case, we 
will look at each of those elements and we will say, “If the social security number was compromised, then credit 
monitoring has the ability to detect when someone misuses your identity to set up fraudulent credit accounts, for example. 
If no social security number was stolen, for example, if you remember the Target breach or the Home Depot breach that 
happened about a year ago, it was credit card information that was compromised, not social security numbers. Still credit 
monitoring as offered to those individuals. It almost sets up a false sense of security for the people who were affected, 
because they think, now I am protected or at least I am able to detect if someone is misusing my credit information. That 
is absolutely false. What we do is we look at the situation and if it is credit information specifically we will look at offering 
something called a cyber scan, which looks at where credit card numbers are traded in the dark web, for example, as 
opposed to credit monitoring, which will not detect that. In case of health insurance information, which is now the most 
valuable to the black market, because it can be monetized more efficiently than a social security number, we will use 
something called medical identity monitoring, which like credit monitoring, it looks at transactions that are occurring to 
your health information. Therefore, if someone is obtaining prescription drugs illegally or using your health insurance to 
get procedures that their insurance did not cover or may be defrauding Medicare or Medicaid; medical identity monitoring 
will detect that. Credit monitoring will not. We pair up the right tool based on what was compromised. 

CEOCFO: Is your social security number asked for and insisted upon when applying for a card?
Mr. Kam: Yes, absolutely! That is a good question. With most organizations, if you are applying for credit or some 
variation on a theme, like applying for a job, you have to provide your social security number. However, it is not 
necessarily stolen in every situation. In some cases an organization may use financial account information, but not social 
security numbers, as an example or health insurance numbers but not social security numbers. 

CEOCFO: Clearly ID Experts knows what they are doing. However, there are so many people jumping into the 
industry. Particularly with the consumer, how do they understand the difference?
Mr. Kam: From a consumer’s prospective I guess the thing to look for is the reputation of the company in the industry. 
Literally, if you do a Google search to find out, for example, how many class action law suits have been instigated against 
a credit bureau, for example, because of poor service or how many attorney generals lawsuits have been instigated 
against an organization; all of that stuff is public record. Unfortunately, the credit bureaus in particular have taken the 
brunt of that, because they are, for example, breaching data themselves or having data stolen, affecting their customers. 
Attorneys general have been basically going after the credit bureaus for not correcting data in consumer’s files. Therefore, 
you will see statistics onwards and upwards of twenty to thirty percent of the data in a consumer’s credit file being 
inaccurate and the credit bureau is basically not solving to make that accurate. Therefore, over the years the attorneys 
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general have had several lawsuits instigated against the bureaus to improve their accuracy. That is because consumers, 
for example, rely on their credit scores essentially to get better interest rates, to get loans, to qualify for jobs, so it is really 
important that those records are accurate. There are a whole host of organizations that have been sued because they do 
not deliver on services. There are several consumer advocacy groups that actually test for the integrity of the companies 
that are delivering these types of services. At ID Experts, we basically started out doing the right thing. Our objective is to 
always operate with very high integrity. We have an excellent track record with the better business bureau for dealing with 
anything that a customer has an issue with. We always strive to do the right thing. That is what distinguishes us. 

CEOCFO: What are the challenges in correcting a problem that you can address so much more easily than the 
average person?
Mr. Kam: A way to think about it is the reason someone hires an attorney, for example, to represent them is because 
when you are dealing with a financial institution or a government agency like the DMV, unfortunately many organizations 
believe that an individual consumer may be just trying to get out of paying their own bills. Having ID Experts or one of our 
sister organizations work on the consumer’s behalf will be more effective because we have relationships already 
established and can confirm that the consumer really does have a problem that needs to be addressed. That is because 
we are doing this work on behalf of tens of thousands of consumers. Therefore, when we call, things are done quickly. 
There is no question that we are working on a valid identity theft issue verses a consumer who might be trying to get out 
of paying their bills. 

CEOCFO: ID Experts was recognized on the Inc 5000 list, so business is clearly good. What might be different a 
year from now?
Mr. Kam: A year from now we will be very pervasive in delivering a solution around medical identity monitoring, to help 
consumer detect and hopefully avoid falling victim to medical identity theft and medical fraud. We launched it in November 
of last year and we are in the process of rolling it out across the U.S. 

CEOCFO: Why choose ID Experts?
Mr. Kam: We under promise and over deliver on everything we do. It is that simple.

Interview conducted by: Lynn Fosse, Senior Editor, CEOCFO Magazine
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