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Deterministic Perimeter Cyber Security Solution that Prevents Threats
From Penetrating the Organization within Incoming Files

CEOCFO: Mr. Noy, what is the focus at Re-Sec Technologies?
Mr. Bar Noy: The focus of Re-Sec Technologies is to prevent both known and unknown 
cyber threats from entering the enterprise and being introduced to the users or the 
organization’s network.

CEOCFO: What is the current approach to preventing threats?
Mr. Bar Noy: All of the existing solutions, such as signature-based anti-virus, or 
sandboxes and behavioral analytic engines, are trying to determine if malware exists 
within the content through detection. There are various techniques to avoid the 
detection of such solutions, and because of the efforts of cyber criminals, these existing 
solutions are not working. There has been a 66% increase in data breaches year-over-
year since 2009, according to PWC. Plus, over 80% of enterprises suffered breaches 
during 2015. Therefore, what the industry is doing is not really working, and we need to 
change the game and think differently about how we prevent the threats. The first thing 
that we need to do in cyber security is to get rid of the misconception that you cannot 
protect against what you cannot see. Threats might not be detected, but they definitely 
can, and should, be prevented.

CEOCFO: How does Re-Sec Technologies provide prevention of threats?
Mr. Bar Noy: Instead of trying to look from the outside of content such as a PDF, Office 
document or image, and trying to guess if it is malicious by signature or behavioral 
analysis, we actually get our hands dirty and dig into the content itself. We do a unique 
process called CDR (Content Disarm & Reconstruction), where we create a threat-clean 
replica of the content in real time. It is a whitelisting of the elements within the content 
before it is delivered to the network. Our solution can be virtually integrated into any 
data source within the enterprise and ensure that, in real-time, users are receiving data 
that is free from any threats and in accordance to enterprise policy. A great example 
would be an incoming email with an attachment. The email and attachment will go 
through anti-spam and then the CDR. The CDR will deconstruct the email and 
attachment to their basic elements and reconstruct them before they continue on to the 
users. All of this is happening in seconds and is invisible to the user.

CEOCFO: Are you able to see the threats during the reconstruction, and if so, how?
Mr. Bar Noy: This is a deterministic solution. Once we get the content reconstructed, we generate a replica that keeps 
only the visual layers of the object as well as the core functionality of the content, all in accordance to enterprise policy. 
For example, with existing solutions, a PDF with an embedded hidden code might get through to users, cause a breach 
and result in damages. When the PDF goes through the CDR, the newly generated replica will only have the layers that 
are visible and the core functionality of the file, but not the embedded layers that were hidden to create the harm. That is 
why it is a deterministic solution, per policy, and per user/group. You are eliminating the guesswork of trying to detect 
whether a PDF or any other content is malicious or not. It is creating a clean safe version. In addition, the users are not 
even aware that the process is happening or has occurred, and work progresses as it used to.

CEOCFO: Has something similar been tried before or is this a unique approach? What were the challenges in 
creating this technology?
Mr. Bar Noy: It is a unique approach. It is a paradigm shift because it does not rely on detection to drive prevention and 
protection.
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A main challenge was creating a solution that can integrate to virtually any source of data, such as email, web, FTP, Dir-
Watcher, or Vaults as well as to existing detection solutions that are already integrated at the organization like a 
behavioral sandbox. We were successful in making sure that the Re-Sec platform can answer those needs and act as the 
main hub of the entire perimeter cyber protection. It enables organizations to have full control over unified cyber policy per 
user or group from a single point of control. 

Another challenge that we were not able to solve is that certain file types, like scripts and executable files, cannot go 
through the CDR. We’re only talking about 3% of files and they are sent only to very specific groups of users, like the IT 
department. Those need to be sent from reliable sources only and after thorough checks.

CEOCFO: Is there a hardware component to your solution, or is it just software or the cloud?
Mr. Bar Noy: Our solution is a software solution. It can be deployed on a virtual machine in the DMZ, or in accordance to 
the organization’s needs and architecture. If specifically needed, it can be delivered as an appliance, but in most cases, it 
is deployed over virtual servers as part of the gateway solution of the enterprise.

CEOCFO: What has been the reception from the enterprise community? Where are you in the process of 
introducing your solution?
Mr. Bar Noy: In the past 18 months, we have successfully integrated our solution in over 30 large and medium 
enterprises from the financial, telco and infrastructure segments, as well as military and governments. The solution went 
through deep penetration tests by third parties. We were selected by Kaspersky as one of the top security startups of 
2015. We were also mentioned by Bessemer Venture Partners as one of the fastest growing security startups of 2015. 
Our focus moving forward is North America.

CEOCFO: What are your next steps for making the rest of world aware of your solution?
Mr. Bar Noy: We recently opened offices in New York, with the goal of developing the North American market. We have 
started introducing our solution to growing enterprises in the U.S. We have also started talking to different integrators and 
VARs that can introduce our solution worldwide. It is relatively simple to integrate with typical integration taking between 
2-5 days, depending on the complexity. Currently, we have been integrated into some well-known international companies 
in telco and finance, and are working to create sufficient traction through different channels.

CEOCFO: How do you get attention with so many different companies and so much noise in the industry? How 
do you get an audience with the right people to present your solution?
Mr. Bar Noy: Generally, the cyber environment has numerous small vendors with innovative solutions as well as a small 
amount of large vendors that have a variety of solutions. Re-Sec gets attention by offering a suite that solves a real 
challenge that organizations face. Our approach is really different and based on a huge gap that our customers have and 
only we can solve. In most cases, a typical meeting with a potential customer goes through similar phases. First, they 
understand what we are offering and we can very quickly get their feedback on what challenges it solves for them, and 
when and how they can test the solution. What we are offering is unique, because you are no longer trying to detect and 
chase updates to your systems. Once the solution is deployed, the enterprise will have peace of mind within the data 
sources in which it was integrated.

CEOCFO: Are you funded for the expansion, or are you seeking additional investments?
Mr. Bar Noy: We recently finalized a Round A from a U.S. VC. We also have the backing from a couple of Israel VCs, so 
we are funded for the next stage.

CEOCFO: What surprised you as you developed and presented the product?
Mr. Bar Noy: One thing that surprised us were the enterprises that were well aware that they are not protected, but are 
not trying to do anything about it. Also, we encountered a number of enterprises who were not aware of how risky it is to 
operate the way they do. For example, I recently saw someone from the US Department of Homeland Security state that 
his employees are still charging their mobile devices directly from their computers at work. We all need to understand that 
the existing solutions are almost completely irrelevant, and while we want to keep them, we need to add innovative 
security layers that can face current and future threats.

“The first thing that we need to do in cyber security is to get rid of the misconception that you cannot protect against what 
you cannot see. Threats might not be detected, but they definitely can, and should, be prevented. Re-Sec’s deterministic 
approach is a paradigm shift because it does not rely on detection to drive prevention and protection.”- Dotan Bar Noy
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CEOCFO: Put it together for our readers. Why is Re-Sec Technologies an important company?
Mr. Bar Noy: The main thing is that the Re-Sec solution shifts the security paradigm with a completely new approach that 
prevents threats without slowing down the enterprise. We are helping to reduce restrictions imposed by other solutions 
that are currently leading to a lack of productivity. You do not want users afraid to go to the internet or use their email for 
genuine work. With our solution, users can open and download whatever they want, look at their emails, and even 
introduce thumb drives at their endpoint. What is unique about the Re-Sec approach is that it allows users to work as they 
are used to without the cyber risk. I specifically remember feedback we got from the head of security solutions in a large 
back that integrated our solution: "I sleep better at night and my users are happier". For me, that peace of mind is the 
goal.

Interview conducted by: Lynn Fosse, Senior Editor, CEOCFO Magazine
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