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BIO: 

With over 17 years of leadership ex-

perience in sales, marketing, and 

general management, Timothy Eades 

has deep expertise in driving high 

growth for computing, security and 

enterprise software companies. Prior 

to leading Silver Tail Systems in its 

current stage of hyper-growth, he was 

CEO of Everyone.net (acquired by 

Proofpoint) where he led the company 

to record growth and profitability. Tim 

has also held sales and marketing 

executive leadership positions at BEA 

Systems, Sana Security, Phoenix 

Technologies and IBM. Timothy holds 

advanced degrees in business, inter-

national marketing, and financial 

analysis, primarily from Solent Uni-

versity in England. 

 

Company Profile: 

Silver Tail Systems protects websites 

from cybercrime and online fraud by 

analyzing user and population behav-

ior on individual websites. With web 

session intelligence, we enable secu-

rity teams to compare that behavior to 

prior behavioral patterns for that user 

or population to determine if the activ-

ity is anomalous. Deviations are in-

dicative of criminal attacks. 

 

Silver Tail Systems, a leading pro-

vider of web session intelligence and 

behavioral analytics, is protecting 

some of the world’s leading websites 

against mobile and online fraud and 

cybercrime. Silver Tail Systems' 

award-winning solutions are made 

possible by the unmatched expertise 

of its management and technology 

teams, who bring deep experience, 

know-how and personal commitment 

to protect their customers' businesses 

against attacks and online fraud. 

 

Interview conducted by: 

Lynn Fosse, Senior Editor 

CEOCFO Magazine 

 

CEOCFO: Mr. Eades, let’s start with 

the basics; what is Silver Tail Sys-

tems Systems? 

Mr. Eades: Silver Tail Systems pro-

vides customers the ability to dynami-

cally understand who is a criminal vs. 

who is a customer on the website. We 

do that for the largest brands, broker-

ages banks, and government agen-

cies around the world. 

 

CEOCFO: How do you provide that 

information? 

Mr. Eades: We believe a criminal will 

show their intent and move through 

the site in a slightly different way. If 

you understand the population of a 

site you can look for outliers, and our 

fundamental philosophy is that the 

majority of the traffic on the website is 

good. Those outliers move through 

the site in a different way and the 

criminal intent will show as a result. 

Criminals are not going to pay your 

mortgage, they are not going to pay 

your car payment, and eventually 

their intent will show because their 

objective is different than that of a 

typical user.  

 

CEOCFO: Would you give us a con-

crete example of your process? 

Mr. Eades: We have a fantastic set 

of examples. We see large terrorists 

groups attacking banks, going through 

their pages and looking for unauthen-

ticated links and doing architecture 

probing to try to break into the bank to 

steal either customers’ names or bank 

details or just intellectual property 

from the bank. We have seen the 

Russian mafia attacking large sites 

and manipulating the logic of the site 

to try to compromise it in certain 

ways. One of the most fascinating 

things we see is legitimate users com-

ing to an e-commerce site and trying 

to buy a consumer electronic. As he 
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or she is doing that, the session will 

be compromised and hijacked, and 

the terrorist or the criminal will buy 

another consumer electronic on that 

same account – shipping it to a differ-

ent location but charging it to the 

same credit card. So what happens is 

the consumer will be hit with an in-

voice with two consumer goods, one 

shipped to their location and one 

shipped to a completely different loca-

tion.  

 

CEOCFO: These are not small-time 

criminals, but larger operations. Is 

that correct? 

Mr. Eades: Actually, it is both. In the 

early 2000s, criminals were out for 

glory, then they were into greed and 

as they got into greed, their level of 

sophistication really went up. They no 

longer cared about the old types of 

worms or similar threats – they were 

much more intent on getting intellec-

tual property, getting bank details and 

identity, and getting the information 

off of the bank website or the 

e-commerce website. As 

they went from glory to 

greed, the sophisticated na-

ture of the attacks really es-

calated. It is interesting be-

cause the banks have been 

protected over the last ten 

years by using authentication 

with usernames and passwords. 

There is malware out there today that 

is designed to wake up once you au-

thenticate. It is like having a bad guy 

underneath your front door step, and 

when you walk in with your front door 

key, it wakes up and comes in along 

with you. That is the banking dilemma 

that is going on that gets around au-

thentication. If you think about the e-

commerce world (ecommerce for us 

is retail, gaming, gambling, travel and 

telco), the platforms have been de-

signed to let everybody in since the 

mid-90s. They have been optimized 

to let everybody in the front door, re-

gardless of who they are, so that they 

can conduct business and increase 

online sales. 

 

CEOCFO: What have you figured out 

that maybe others have not? 

Mr. Eades: Much of our intellectual 

property is around the ability to moni-

tor traffic in real-time on a massive 

scale. For example, at one particular 

banking customer, we monitor more 

than 330,000 clicks a second on a 

website. We can do that in real-time 

and dynamically tell the owner of that 

website which PCs are compromised, 

who is a criminal, if it is a customer, 

the sessions that are being hijacked, 

what architecture is being hurt, and 

provide that customer real value in 

real-time. The hard part is to do that 

on a massive scale in real-time. 

 

CEOCFO: Is it the quality of your 

software that allows you to do this? 

Mr. Eades: It is the quality of the al-

gorithms combined with the ability to 

capture 100% of the traffic that 

unlocks the ability to understand in 

real-time and make intelligent deci-

sions. That understanding and the 

efficacy of the algorithms is abso-

lutely fundamental. 

 

CEOCFO: What happens when you 

detect a threat? Does it shut down the 

user? 

Mr. Eades: The website owner can 

shut down a session, redirect the ses-

sion, or just alert another part of their 

infrastructure to say “this person is 

suspicious”. We can carry out any 

action they would like. They can even 

cluster web sessions and say, “this 

one looks bad, who else looks like 

that?” to apply rules to a larger popu-

lation. Our customers can assume 

any posture they’d like.  

 

CEOCFO: Do your customers handle 

the monitoring and decision making in 

real time or is Silver Tail Systems 

responsible? 

Mr. Eades: We handle the monitoring 

and decision making in real-time, 

though they are in actuality separate 

products that accomplish these two 

tasks. One of our products, Forensics, 

allows customers to have the visibility 

they need to do the investigation and 

they can mitigate the threat with an-

other product – taking action as 

needed.  

CEOCFO: Are most clients taking 

advantage of both pieces? 

Mr. Eades: Yes, our customers al-

ways purchase both products.  

 

CEOCFO: Do most companies wants 

to keep the threats away from their 

customers? 

Mr. Eades: Companies are con-

cerned about the customer experi-

ence, but they are also concerned 

about their brand image. Because of 

SEC legislation that notes they have 

to disclose whether they are breached 

or not, there is quite a bit of sensitivity 

around data breaches and companies’ 

knowledge of those breaches. Most 

have a conscious policy about proc-

esses to follow if a breach occurs as a 

result. As is typically the case with 

banks, if they believe that the user is 

actually infected and they are com-

promised, they will inform the end use 

that their session has been stopped 

because it is possible that their com-

puter is infected in some way, shape 

or form. 

 

CEOCFO: What is the com-

petitive landscape? 

Mr. Eades: We compete 

against a variety of tools just 

like everybody else. Eight 

percent of our customers do 

proof of concepts (POCs) first and we 

have about a 95% conversion rate of 

our POCs. We do not really see any-

body else looking at the population 

level of a site and when I say popula-

tion, I mean that we monitor the entire 

population on a website. We see peo-

ple trying to authenticate users and 

we see people trying to identify the 

normal device. We see authentication 

and device ID, but we do not see any-

body else doing that same thing right 

now. 

 

CEOCFO: Are there particular indus-

tries of focus for you? 

Mr. Eades: Yes, very much so. Our 

industry focus is very much on the 

Federal, Financial and E-commerce 

communities. E-commerce is very 

broad for us, however, as it includes 

gaming, telco, and etail.  

 

CEOCFO: Do most companies real-

ize they need a better solution or do 

Silver Tail Systems provides customers the 

ability to dynamically understand who is a 

criminal vs. who is a customer on the website. 

We do that for the largest brands, brokerages 

banks, and government agencies around the 

world. - Timothy Eades 
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they have to be educated to its exis-

tence? 

Mr. Eades: We are still in the educa-

tion phase. One of the key questions 

that we always ask the CIOs we meet 

with is if they know the difference be-

tween a criminal and a customer on 

their website. We then ask them if 

they know the difference between a 

criminal and a customer on the Inter-

net in general. 99 times out of 100, 

the response is no. The modern cyber 

security threat is extremely sophisti-

cated, so most people have very poor 

visibility into criminal behavior and 

what types of technology can really 

detect and prevent the occurrence of 

cybercrime and online fraud.  

 

CEOCFO: Does your system work on 

mobile? 

Mr. Eades: Yes, because mobile plat-

forms and applications operate via 

Web servers, similar to intranets, 

websites, etc. Whether a person is on 

a personal computer, a tablet, a 

phone, or a friend’s phone, they are 

still using the same Web servers that 

banks, e-commerce companies, etc. 

are using. We do not actually touch 

the device, as we assume they are 

always compromised. We monitor the 

Web server, and from there we can 

detect mobile and Web-based threats.  

 

CEOCFO: You recently announced 

the latest version of Forensics 3.0. 

What is different and what do you see 

in the future that might be imple-

mented to continue improvements as 

well? 

Mr. Eades: We are getting greater 

insight into mobile. Our latest version 

is a step forward in understanding 

mobile traffic because there are some 

interesting things you can detect from 

Web servers that connect to mobile 

devices. Fundamentally, our big in-

vestment areas now are into the user 

interface and getting the engagement 

model and the user interface more 

user friendly so customers can adopt 

it more easily. We have spent a great 

amount of time over the last year in-

vesting in deployment and getting our 

implementations quicker and faster. 

Going forward, it is all about usability, 

time to value and deployment archi-

tectures. The deployment architecture 

includes really building our SaaS 

model (we currently have SaaS and 

on-premise offerings), which we have 

today but we need to invest more in it 

over time. 

 

CEOCFO: How do you keep ahead of 

the cyber criminals? 

Mr. Eades: There is an art to monitor-

ing the macro dynamics of criminals 

and how they start to evolve their at-

tacks. It is increasingly important that 

as everything moves to the web – to 

the http and https stream – whether it 

is public clouds or private clouds, we 

still believe that session intelligence is 

going to become more viable. To stay 

ahead, we have a research group that 

monitors new types of attacks, and we 

also have capabilities around federa-

tion so our customers can share their 

threat knowledge and experiences. 

Our customers are ecstatic and they 

enjoy talking to each other, so we fa-

cilitate communication between them. 

Between the shared learning and ad-

visory committees that we have as 

well as our research group, we have 

very good angles on data feeds to 

keep us and our customers alert.  

 

CEOCFO: How is business these 

days? 

Mr. Eades:  Fantastic! We have al-

ready surpassed 2010 and 2011 per-

formance thus far in 2012. From a 

calendar year perspective, we were 

cash flow positive the first half of the 

year and we expect to be cash flow 

positive the second half of the year 

despite ramping dramatically. 

 

CEOCFO: Silver Tail has recognition 

from the tech industry. How important 

is it that  people are paying attention 

to your product or is it just good vali-

dation that you know your peers are in 

line with what you are doing? 

Mr. Eades: All recognition is wonder-

ful. The ultimate recognition is by cus-

tomers and having them give positive 

feedback. We get energized and ab-

solutely thrilled by working with our 

customers, and that is the most im-

portant thing as it gets our entire team 

truly excited. 

 

CEOCFO: Why should investors pay 

attention to Silver Tail Systems? 

Mr. Eades: Within 24 hours of install-

ing our product, we are able to deliver 

true value. The visibility into behavior 

allows customers to understand the 

difference between a criminal and a 

customer, which is a growing corpo-

rate responsibility today, and will be-

come increasingly so over the next 5-

10 years.  

 

CEOCFO: What should people re-

member most about Silver Tail Sys-

tems? 

Mr. Eades: At Silver Tail Systems is 

we pride ourselves on our customer 

relationships, so many of our custom-

ers come into the office to meet our 

team. We typically have one come in 

every month to present to the com-

pany who they are, what company 

they work with, and why they use the 

product. We have standalone offices 

– we are a very open environment, so 

everyone gets to take part and listen 

to first-hand accounts of customer 

stories. With that level of engagement 

with QA people, the marketing peo-

ple, and the engineering people hand-

in-hand and face-to-face, the connec-

tion is spectacular. 
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